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Abstract

This academic article aims to study knowledge about online fraud in the digital
age, covering the evolution of threats, current patterns, the global situation and the
context of online threats in Thailand, as well as effective prevention and awareness
strategies. Data from the Royal Thai Police indicates that between 2022 and 2025, there
were more than 575,000 online crime cases, resulting in total damages exceeding 65 billion
baht, reflecting the continuously increasing severity of the problem. Online fraud has

evolved from email scams in the 1990s to more sophisticated forms today, including call



center scams, romance scams, investment fraud, the use of deepfakes and Al chatbots, as
well as scams through fake applications and QR codes. Digital literacy is a crucial factor in
preventing becoming a victim. Those with digital literacy can protect themselves, and the
risk varies depending on age group, education level, and social factors. This article
proposes comprehensive countermeasures addressing technical, behavioral, and financial

aspects to guide the public and build sustainable immunity against online fraud.
Keywords: Digital literacy, Online scams, Cybersecurity, Internet fraud, Digital age
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